Properties of the di erence of two sums containing products of binomial coe cients and their logarithms which arise in the application of Shannon's information theory to a certain class of covert channels are deduced. Some allied consequences of the latter are also recorded. Public reporting burden for the collection of information is estimated to average 1 hour per response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden, to Washington Headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington VA 22202-4302. Respondents should be aware that notwithstanding any other provision of law, no person shall be subject to a penalty for failing to comply with a collection of information if it does not display a currently valid OMB control number.
Introduction
Tra c analysis in anonymizing network con gurations can be used to open a covert communication channel. Recently, Moskowitz et al. 2 have developed a mathematical model whose salient feature is given by equation 1.1 below that describes the situation of oneway messages passing from private Enclave 1 to private Enclave 2 in which each communication is encrypted and passes through exit and entry mix rewalls. Furthermore, there are n + 1 senders in Enclave 1 , and one of them called Alice is malicious. The other n clueless transmitters are benign. Every sender may send at most one message per unit time t to Enclave 2 . All messages from Enclave 1 to Enclave 2 pass through a public line that is subject to eavesdropping by an eavesdropper called Eve who knows the value of n. The only action Eve can take is to count the number of messages per t going from Enclave 1 to Enclave 2 . The n clueless transmitters all send their messages per t as independently and identically distributed Bernoulli random variables with parameter q. Alice acts independently through ignorance of the n clueless senders when deciding to send a message. Thus, Alice by sending or not sending a message a ects the numberof messages that Eve counts. This in brief is the covert channel.
A normalizing noise term Sn is de ned corresponding to the degree of anonymity a orded by the n clueless senders transmitting as fair coins q = 1 =2 which is the situation when maximal anonymity occurs. For n = 1 ; 2; 3; : : : S n is shown in 2 to be given by and by employing Shannon's information theory the capacity is given by 1 ,Sn= ln 2. Moreover, an important property of this model is that the capacity should decrease monotonically to zero with increasing n.
For brevity in the sequel we de ne Tn 2 n Sn. The expression for Tn i s o f i n terest in its own right, since it is the di erence of two divergent sums that contain products of binomial coe cients and their logarithms. Moreover, these types of sums appear not to be readily found in the mathematical literature.
In the present investigation we shall obtain in section 2 a simpler algebraic representa- 
Conclusions
We h a ve discussed how an important application in anonymity and covert channels leads to the problem of deducing properties of the di erence of sums containing products of binomial coe cients and their logarithms. Intuitively, the capacity o f t h e covert channel should decrease monotonically to zero as the number of transmitters increases, and the analysis provided herein proves this.
